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This article describes the PowerShare Server's Authentication Services.
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The aut hentication service allows collaborating users and applications to
interact over a network by positively verifying the identity of each
party. This verification protects agai nst unauthorized access by parties
masqueradi ng as legitimte users or services.

In providing the authentication service a PowerShare Catal og Server acts
as a trusted third party by naintai ning an authentication key for each
user, application, or other entity that has a record in the catal og.

Col | aborative services and applications will use the Catal og Server to
aut henticate thenselves in order to conmunicate with other users and
services. Once an authenticated session is established, transm ssions
across the network are encrypted to prevent unauthorized tapping of the
net wor k medi a.

Power Shar e aut hentication and privacy services pernit collaborative
applications to securely exchange and transmt sensitive information such

as financial records or personnel information
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