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This article provides an overview of Authentication and Privacy Services of
Appl e Open Col | aborative Environnment (AGCCE)
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Power Shar e provi des authentication and privacy features for users in a
server-based environment. Through ACCE s two way authentication service,
users and applications can be confident that the network entity with whom
they are communi cating are who they claimto be. The privacy feature of
ACCE refers to a new protocol, AppleTal k Secure Data Stream Protocol
(ASDSP) which encrypts data traveling across the wire.

Two Wy Aut henti cation
Two way aut hentication nmeans that both sides are authenticated to each
other. To illustrate why this is inportant, inagine a network
application which pronpts a user for a password. The user enters the
password, thereby authenticating the user to the application. However,
t he application has not been authenticated to the user. It is possible
that there is a password-gathering application |oose on the network
whi ch, by inpersonating a legitimte application, gathers user nanes and
passwords. This situation is an exanple of one way authentication

Two way authentication neans that both parties are authenticated to each
other. There is a mechanism by which each side can be assured that the
entity with whomthey are conmunicating is who it clains to be.

Aut hentication vs. Authorization
Appl eTal k Secure Data Stream Protocol (ASDSP) only offers authentication
servi ces, not authorization. Authentication answers the questions 'Wo
aml|?' and 'Who am| talking to?,' while authorization answers the
guestions 'Do | have access to this server? and 'Wiat are ny access



..TIL13531-AOCE-Authentication_and_Privacy_Services_Overview_10-93 (TA30276).pdf

privileges? ASDSP | eaves authorization services up to the individua
application.

ASDSP
Sone custoners are concerned about soneone tapping into their physical
network with a packet analysis tool and gathering confidential
i nformation by reading the packets on the network. Before ACCE, there
was no way for customers to protect against wire tapping, other than
guardi ng the physical security of their network.

Power Share of fers protection against wire tapping through the use of a
new protocol, AppleTalk Secure Data Stream Protocol (ASDSP). ASDSP is a
secure version of AppleTal k Data Stream Protocol (ADSP). ASDSP encrypts
t he packets traveling across the wire. |If a wire tapper does tap into
the network, the packets gathered will be encrypted.

ASDSP uses RC4 encryption.
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